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WHY-BECAUSE ANALYSIS

Why-Because Analysis (WBA) is a rigorous

method for the analysis of undesired system

behavior and failures (incidents and

accidents). WBA determines the causal

relations between the factors contributing to

the incident and can be applied informally,

semi-formally or as a formal method.

WBA makes no assumptions either about the kind of technical or sociotechnical system whose behavior is

to be investigated or about its structure. I t is therefore not l imited to any particular application domain, and

has been successful ly applied to to incidents in aviation, rai l , shipping, computer-security and electricity-

blackouts. WBA is successful ly used in industry and in court cases.

The formality of WBA allows the objectivity, reproducibi l ity and relative completeness of a causal

explanation to be assessed.

The results of a WBA are presented

primari ly in a Why-Because-Graph (WBG),

a graphical presentation of the causal

relations between factors. A WBG can

easily be interpreted by non-experts and is

a simple representation of a sometimes

complex set of causal relations. The WBG

is accompanied by a Timeline, which lays

out the times of occurrence of the factors

and their participating entities ("actors" ).

Mathematically speaking, a WBG is a

directed acyclic graph whose nodes

represent the causal factors and whose

edges show that one node is a necessary

causal factor (NCF) of another. The

Counterfactual Test (CT), formulated by

David Lewis after David Hume, is used to

determine whether one factor is an NCF of

another: factor X is an NCF of factor Y if,

when factor X had not been present, factor

Y would not have been present either. With

practice, analysts often build a WBG using intuitive judgement, and then apply the Counterfactual Test to

check careful ly the correctness of the graph they have built.

The Causal Sufficiency Test (CST) is used to establish relative completeness of a WBG as an explanation

of an incident: one asks whether, if al l displayed factors (NCFs) of a node X are present, whether X must

necessari ly then be present. I f the answer is yes, then the set of NCFs of X is deemed relatively complete.

I f no, then some factors of X are sti l l missing and must be looked for. The explanation represented by the

entire WBG is deemed relatively complete if each factor in WBG has a relatively-complete NCF set.

Both CT and CST are applied locally, to a factor and its immediate neighbors. I f the tests are fulfi l led by all

small regions of the graph, then entire WBG is deemed both correct and relatively complete. This way of

establishing a global property of the WBG through purely local judgements keeps even a complex analysis

manageable.
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SERAS
®

ANALYST PROGRAM SURVEY

MANAGEMENT OF WBA PROJECTS

A SERAS Analyst user manages active WBA projects with the Project view, which enables simple

establishment of new projects as well as importing projects from other analysts and removing expired

projects. When projects reside on network storage, the project-management screen enables collaborative

work on projects by different analysts.
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GRAPH VIEW

The Graph view displays dynamically the Why-Because Graph being constructed, or which has been

constructed in a project, enabling the user to concentrate completely on the contents of the graph. SERAS

Analyst data structuring ensures that the factors available in the graph-view screen are precisely those in

the factor l ist, ensuring that changes are propagated throughout the different views of an analysis in

progress.
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OUTLINE OF A

WHY-BECAUSE GRAPH AS EXPORTED IN THE REPORT
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TIMELINE VIEW

The Timeline view brings the data in the factor l ist and in the actor l ist together, and arranges the factors

according to date and time of occurrence, when this information is given in the factor data. The report

renders the timeline in an easy-to-read format.
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TIMELINE AS EXPORTED IN THE REPORT
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FACTOR LIST VIEW

The Factor List view renders the data on the factors available for the analysis. Factors identified in the

forensic phase of an analysis are entered, along with annotations (such as extended comments and

references), along with date and time if pertinent. This data forms the data base from which the Why-

Because Graph and the Timeline are built.
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FACTOR LIST AS EXPORTED IN THE REPORT
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ACTOR LIST VIEW

The Actor List view shows and describes all the participants (the objects involved, including both people

and things) involved in an incident. The list shows acronyms used in the analysis, as well as the ful l name

and description of an actor and any relevant further information.
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GROUP LIST VIEW

The Group List view allows associated or related factors to be grouped as desired, for example according

to system-subsystem divisions, or according to social-technical criteria such as organisational-regulatory-

legal-governmental. The groupings are visible in the Factor List as well as in the WB-Graph.
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REPORT VIEW

The Report view enables the ful l data set comprising an incident analysis to be formatted and output as a

document, as well as selected parts such as the Timeline or the WB-Graph to be formatted individually as

a document. The documents are currently rendered in PDF-format.




